(Wand) iy 31 el el buwd

Bl placy oy ¥l

s aliy

Sobeel o1 o5 )0 wiciuw

T

!jl:}__g_.gi:.q o= e




(Land) Gy p 8 sl Lol

(b

1ilsynlacs s il

o o S 0SS dgs Wl
G)Lg;c‘ Q}]oﬁ olf)o 0595 ,éb
L;)L..“..d u.>|é).) olf)o L SUIW ew Qlj...c

Cpg ©j9 pU his
Cpg Document S (ylgie CadSe
1403/07/24 S alpg g ,B
1.0 S Gl g o)led

il oo S (Filoyma 2y

payment «Credit «Cpg




L 1) .
(Land) Gy p 81 jlel Loy s ‘ '-

Bl placy oy ¥l

e Can b il 1.0 1403/07/24 1|




(Land) Gy s o 81 jlel laliny s ‘

OO OD OO TP TP TSP T p S OP ST PO TP OS85 Sy g e
ettt bbb RS e RSt &y g
L RO cconfirm) o 5 Sllee 00l gy
1 O verify) o, 5 Slles slp ool Cuwlgs )0 g

ettt ettt ettt ettt st e st s tetae et s aeseens MULCBUG‘LAJ..L.:[J w‘s?)o M9

¥ s s s e e confirm ,reverse , verify clocsSls Olwsgs Jyoo
L PO callback . o1 Jlgs1,8 o950

| £ [OOSR M‘fmgﬁyw‘waﬁ

| (A YOO LQQ‘”9)*"’L$"9>‘)$L§LQLE;>M5@“5‘)" mﬁds




(Wand) iy 31 el el U:u.uQ‘

Ao Ao

odd Wdg g (A8 Gl e Sl sl B ln Sl n Cur Gl e 005 w08 Cur e (2
03,5 SV g8yl CB sy i ;0B A5 005 pdy Colw o,k I 093 Calgs y0 1S 0595 ol yo L]

Sl aslgs sl s amles Jae ol 4 aS gl amio o 1) el Sllas ol 40 g 00,5 Jlo,l ol




(Land) Gy s o 81 jlel laliny s ‘

S5 Sy M5 oo

—

—

0 X pdy lawgs S cdl e g getToken we i35 .

mare w2y Gk 5l B, 0SE dpen @ laud glael sl oS0 4 e ol T
(39 ,5) 855 550

Ay SISy Al e sl g (g iie awgs Sledbl oS5 L E

GRS Camdg). sy awgs 3 5 Sldee bl 5l w(redirect Yoos pd coluw 4 (6 iin Colon O
Condg el b anld opl Wl 5L Ojgo 10 5 00,50 el oaipdy 4 callback wledbl o

(ABL (o0 0d pdy Ay o Clgtae b pie (nl parseis 008 (Sl 2515

s

S Flel B Goyb 5l ST ams 8L Sl e edindy Sule )3 6o w S Sldes Wiy asll
payment- inquiry

verify- e 5l soliiwl b odspds a5 Shge yo0 s 4 Sleas @) 5 e GiST5 0,8 ol WY
S5 0,8 aales lay oge (5 e olus @ STy WSS Sl 1) w5 xS transactions
RPN UTCRERE T

YU aSTas wilgie asb andls 1) ST JUal suad odipdy a5 Sge 10 LiST5 50,5 ol 5l e A
@ oY e 0,3 S s a pladl reverse-transactions aie awy 4 (2S15 sl 5l o ceelos
Qb e verify Jlo )l 4 sls reverse i1y elol sl S8

oS ol 55 wles oles anl plil (o alad ples o 1y 2aST5 asb andls bled odpdy a5 590,09

Sl Slg31,8 1, confirm-transactions s wilgie sail aslas 0425 o Jlal Sl




slapplacy oy ¥l

(Wand) iy 31 el el U:u.uQ‘

OS g Bl O g pw
DiSee  Slgl,8 POSE ae jleslatwl by ol Se5 <8l o sl

<base url>/token/getToken

39,5 sl el )y O

P AS g JL.:J 2 JL-A VS PN jSOﬂ w)s L (69959 GLQ);.A‘)L’

"username":"ipgTestUser",
"password":"123456"

Slp S8 RIS Wl 5 o )5 4 pie (56 SO i b o jguc 0, 9 6 )5 pL A (S y90 50
Sl 3L50 590 DleMbl c8L )0 4 b e slo Sls18

=9 syl 0

g dalg py Kb A (9,5 e 3oy 9 625 pb 0,5 olg 5l

"resultMsg": "Successful",
"resultCode": O,
"token":
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"username": "cpgTestUser",
"firstName": "cpgTestUserFirst",
"lastName": "cpgTestUserLast",
"userId": "10060",
"roles": [

{

"authority": "merchant"
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"invoice":"20301112",
"invoiceDate":"1403/07/24",

"amount":1000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935**x*x**52",
"serviceCode":"8",

"serviceType":"PURCHASE",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.ghesta@gmail.com",

"payerName":"marzieh",

Hpansﬂ : mn ,
"nationalCode":"0581234567"
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"resultMsg": "Successful",

"resultCode": O,

"data": {
"urlId": "8dcc5cd0ef7348548f8dc2ab29%ebella’7ad3eaad000000006217318",
"url":

"http://localhost:4000/8dcc5cd0ef7348548f8dc2ab29%ebella’7ad3eaad000000006217318"
}
}
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"invoice":"203011121",
"urlId":"dfbb284970e05£5a287804966f388deed2fdbcc6000000006217318™
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{

"resultMsg": "Successful",

"resultCode": O,

"data": {
"invoice": "203011121",
"referenceNumber": "141010031417",
"trackId": "9",
"maskedCardNumber": "603770******(Q340",

"hashedCardNumber":

"ba6567ba6c9fc28e1434b838a91028a4250185fb6dd99d62c0392538a087c8be",
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"urlId":"55358del0d025£49050e9913e7¢ca425d20185eb2000000006217318"
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"data": {

"invoice": "20301112123",

"referenceNumber": "141010031419",

"trackId": "11",

"maskedCardNumber": "603770******x()340",

"hashedCardNumber":
"bab6567babc9fc28e1434b838a91028a4250185fb6dd99d62c0392538a087c8be",

"requestDate": "2024-08-14 12:23:34.000000000",

"amount": 1000

s

"resultMsg": "Successful",

"resultCode": 0
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"resultMsg": "Successful",
"resultCode": 0,
"data": {
"status": 13033,
"trackId": "12",

"transactionId": "50333",
"amount": 1000,
"cardNumber": "603770**x**x**x(Q340",

"invoice": "203011121234",

"url": "f2560bf76dfef9c51af9767e975dc02a739fbbd7000000006217318",
"referenceNumber": "141010031420",

"requestDate": "2024-08-14T12:25:31.000"
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failure

Unknown

not authorized

Internal server error

Invalid Input

Invalid url

Invalid url token
Invoice is not unique
Token is empty
Gateway time out
captcha is expired
captcha is wrong
url token not found
Invalid Mobile Number
Invalid product code
Invalid bill id
Invalid payment id
between each api call must be 2 minutes
Transaction not found
Invalid Input Length
Not Found

Invoice is not match with login user

Check Company Code has Exception
Payment Page already has been cancelled
transaction not payed
transaction not success

Invalid CardNumber

401
500

13000
13001

13002
13003
13004
13005
13007
13008
13009
13010
13011
13012
13013
13015
13016
13017
13018

13019

13020
13021
13022
13025
13026

10
11
12
13
14
15
16
17
18
19
20
21
22

23
24
25
26
27
28
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Mobile number and CardNumber are not match

callback domain is not valid

transaction before is verified and it's success

transaction before is verified and it's failed
transaction is not yet verified
Expired card

transaction before is reversed and it’s successful

Transaction are not allowed for reverse

Card holder canceled transaction
Already setteled
Invalid merchant

Incomplete transaction
Invalid transaction
Invalid transaction amount
Invalid card issuer
Expired card date
Card is temporarily blocked
Undefined account
Invalid transaction type
Invalid transfer identifier
Duplicate transfer identifier
Amount is not enough
Incorrect pin
No card record
Service not allowed on card
Card not allowed on terminal

Transaction amount over limit

13027

13028

13029

13030
13031
13032

13033

13035

13045
13046
13047
13049
13054
13055
13056
13057
13058
13059
13060
13061
13062
13063
13064
13065
13066
13067
13068

29
30

31
32
33
34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55
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Cawldgame &)lS Restricted card 13069 s6
el sl Security error 13070 =~

5,5 cislhe ol cuod b 2ST5 aleo Transaction amount is not match with final price

13071
58
Canwl jlomo 0 51 e 2S5 Canlys o Transaction request is more than limit 13072 59
ol b e Sl Inactive account 13073 50
o Sgume Jliso 5 awgs &)1 cardBlock by terminal 13074 1
Sl oy paiie 40l b Confirm time expired 13075 2
Gl 00 paiie 4ol o Reverse time expire 13076 63
Gl yuimal Lol STy Invalid original transaction 13077 64
Gl olinl gloo Incorrect interchange amount 13078 65
Gl yiaals (5,15 59, Invalid working day 13079 66
Gl b 8 oIS Inactive card 13080 67
Gl yuizal &8 Gl Invalid card account 13081 68
ol 33900 ST Not successful transaction 13082 69
Gl puitaal oo (6,138 50, sl o0l Invalid encrypted data 13083 20
Gl Ggel5 S Lo b g Switch or Shaparak signed Off 13084 21
Gl b duaie b ybjwe Host down destination bank 13085 -
ol uimali ol el Invalid confirm data 13086 23
Sl pad Bgals o 50 S pla b gdgw
Switch or shaparak signing off 13087

74
Gl pinols o0 (6,105 50, oS Invalid encrypted key 13088 -5
ofbj;o:bj&:i Ji: Bbbjffj‘ Banned transaction with contact interface 13089 26
& 59, obL End work day 13090 77
Gl Jlad 1ué gmdgmn Switch is inactive 13091 78
uimals &5 00usS jolo There is no way to send transaction 13092 29
Cnss jal Caribge 2S5 Transaction does not done success 13093 80
Sl g, S5 28T 3 Duplicate transaction 13094 81
WA P I3 BRSO Incorrect old pin 13095 82
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Systematic error
Key exchanging
Static pin over limit
Invalid terminal

Terminal inActive

Invalid Merchant
Invalid national code format
Invalid terminal password
Invalid bill paymentID
Insufficient transaction data

Invalid evoucher code

Card or pin timeout

Unrecognized account info
Not important
Other error
All charge sold
Charge not available
Operator is not available
Mobile number is null
Topup reverse error

Settlement transaction must be confirm or reverse

Captcha is wrong
Invalid company code
EOF
Card suspected fraud
Terminal additional not found
OTP reached max retry

Broker card inquiry failed

13096
13097
13098
13099
13300

13301
13302
13303
13304
13305
13306

13307

13308
13309
13310
13311
13312
13313
13314
13315

13316

13317

13318
13319
13320
13321
13322
13323

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

105

106

107

108

109

110
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Original transaction was not success
Original transaction was not Found
Card blocked by machine

Card blocked by machine for special condition

Success with authentication card holder
Confirm will doing

Invalid wage

PSP is not supported By shaparak

Card suspected fraud card block by terminal

Wrong entry pin is over limit
Response lost card
card has no Public account
Stolen card
Card has no current account

Response is too Late

CardHolder Account Status Is Bad

Terminal Account Status Is Bad
card Wrong Pin Entry Is More Than Limit

merchant is not valid
Card register error
Duplicate pan
Invalid phone number
Invalid national code
Invalid national code or company code
Validate request Error
Invoice format is not valid

Username is not valid

13324
13325
13326

13327
13328
13329
13331

13332

13333
13334
13335
13336
13337
13338
13339

13340

13341
13342
13343
13344
13345
13346
13347
13348
13350
13351
13352

111

112

113

114

115

116

117

118

119

120

121

122

123

124

125

126

127

128

129

130

131

132

133

134

135

136

137
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Operator access has been revoked
Service Access Has Been Revoked
Operator credit is not sufficient
There is a problem in invoice reservation
Service credit is not sufficient
Status transaction must be unknown
Protocol type does not detected
Original transaction must be financial
Settlement transaction failed

Incorrect hot bill type

Not implemented transaction
Err token is not active
Err unexpected signing method
Err oauth login
Err Invalid Input
Err time frame exceeding limit
Reporter permission error
Dns error
Terminal group doesnt exist
Request error
Invalid phone number
Error evaluation
Error atomic operation
Error protocol
Response invalid pinBlock
Cvv2 is not valid
cellphone number is not supported
Invalid reverse mti
Not found settlement action
Response invalid encryptPin
Response duplicated record
Publish error
Error image resize

Response invalid sql parameter

Hsm request error

13353
13354
13355
13356
13357
13358
13359
13360
13361
13364

13365
13366
13367
13368
13369
13370
13371
13372
13373
13374
13375
13376
13377
13378
13379
13380
13381
13382
13383
13384
13385
13386
13390
13391
13392

138

139

140

141

142

143

144

145

146

147

148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
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Request not found
Error unmarshal
Rejected refund

Invalid serial number
ReEnter transaction
Captcha Reached To Max Retry
Invalid Terminal Number
Public Key Not Found
Response Voucher Not Available
Response Invalid Referer
Invalid Merchant IBAN
Failed Type Conversion
Empty Value
Failed Operation
Invalid Authentication
Invalid Organization
Invalid Offset
Invalid Page size
Failed Hash
Failed ParseField
InvalidAction
NoRowsWereUpdated

InvalidPurchaseldentifier

ResponselnvalidMultiPaymentData

Notlmplemented
InvalidTransactionRequestTime
InvalidLogonTransactionTime
FailedAction
NotReversibleTransaction
Rejected Cancel
Rejected Verify

VO Jgoe

13393
13394
13395
13396
13397
13398
13399
13400
13401
13402
13403
13404
13405
13406
13407
13408
13409
13410
13411
13412
13413
13414
13415
13416
13417
13418
13419
13500
13501
13502
13503

173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203




