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Options

Search Options (Ctrl+E)

IntelliTrace

Perfermance Tools

NET Core Debugging with WSL

Azure Service Authentication

Container Tools

Cross Platform

Database Tools

Dependency Validation

F# Tools

IntelliCode

Live Share

Live Unit Testing

MuGet Package Manager
General
Package Sources

Snapshot Debugger

SOL Server Tools

Test

Text Templating

Web Forms Designer

AT T YT YTTTYTTTTY

Web Live Preview

Web Performance Test Tools
Windows Forms Designer
KAML Designer

LA A B 2

Package sources:

[#][x [+] ¥

nuget.org
https://api.nuget.org/v3/ index json
UpStreamFeeds
https://analytics.mohaymen.ir/nexus/repository/nuget-group/
nuget-group
https://analytics.mohaymen.ir/nexus/repositery/nuget-group,
Package source
https://packagesource

Machine-wide package sources:

Microseft Visual Studic Offline Packages
C\Program Files (x86)\Microsoft SDKs\NuGetPackages'

MName: |Package source

Source: | https://packagesource

‘ Update

r.gfddi:lf...ufs‘_gj)SOUFCew)sw.ﬁf@&:lf+u§>‘5})Y\gw)'|dl>

w;‘.;\Ju.v_;,-@bOK,rgs@yum,@\oT&\;,w;,ygfjsdium,@uﬁw,ﬁj

Manage NuGet Packages

Browse Installed Updates

Search (Ctrl+L)

‘@3 TaxCollectData.Library by TaxCollectData Library

8 Package Description

Each package is icens

Do

for « % s, NuGet Package Manager -...s Tools

oS oo <SUS”..Solution

Consolidate

Include prerelease

s to, third-party packages.

Manage Packages for Solution
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SDK (g 55w
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Pkcs8SignatoryFactory pkcs8SignatoryFactory = new Pkcs8SignatoryFactory() ;
TaxProperties properties = new TaxProperties ("MEMORY ID");
EncryptorFactory encryptorFactory = new EncryptorFactory();

TaxApiFactory taxApiFactory = new TaxApiFactory ("API URL", properties);

ISignatory signatory = pkcs8SignatoryFactory.Create (
"PRIVATE KEY FILE",
"CERTIFICATE FILE");

ITaxPublicApi publicApi = taxApiFactory.CreatePublicApi (signatory);
IEncryptor encryptor = encryptorFactory.Create (publicApi);
ITaxApi taxApi = taxApiFactory.CreateApi (signatory, encryptor);

Y ASaG 5 das o plonil Lo (512 O3 g0 slobn b B3 Sllas 457 ol bl ITAXADI

LaS o1y ) palie b aS il azils ax 5 das oo 15 Lo jlastt 5o 1) ed ol ol 5 gl ealy &5
ST A, aMﬁfghé&j@@«q—j

Coomd 51 3L 55 b eog o 5 aldel 518 Jsb oy glaziy . SULe abibl b amlis MEMORY ID @

https://tp.tax.gov.ir/requestsmanager :« so; APT Jows ;5T API_URL @
sliEncode s PKCS#8 b 4 Lasl oo g IS [l w)sT PRIVATE KEY FILE @
C:/private key.pem ;s Base6d cuja
W Baseo6d Cup o4 Jhows slas g_s.za\jf b6 sl CERTIFICATE FILE e
C:/certificate.cer
chw 8 Ly oS oS syl 55 ILOWLEVElTaxApI ot G o | pioean
bl ol )l s b Hlesl s Obage galile L byl cgr (TAXAPE 4 <) 5wl

1
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ILowLevelTaxApi cslu o g

IlowLevelTaxApi lowLevelApi = taxApiFactory.CreatelLowlLevelApi (signatory);

W 6 ylod

S soslas il o UL (g5l &G o 5 S5 5 S Glamnd yoo & 5 61 6 0

S il LSS anlis CIB) di s LSl 5 o Sl o jleds W 5 0 o b 585 S AT (gl S o Lodeiee
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TaxIdProvider taxIdProvider = new TaxIdProvider (new VerhoeffAlgorithm());
string memoryId = "MEMORY ID";
Random random = new Random() ;
long randomSerialDecimal = sy S5 e Jlojw oy Lad;
DateTimeOffset now = new DateTimeOffset (DateTime.Now) ;
string taxId = taxIdProvider.GenerateTaxId (

memoryId,

randomSerialDecimal,

now.DateTime) ;
string inno = randomSerialDecimal

.ToString ("X")

.PadLeft (10, '0");
long indatim = now.ToUnixTimeMilliseconds () ;
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https://www.intamedia.ir/The-regulation-of-store-terminals/ID/14560/%D9%82%D8%A7%D9%84%D8%A8-%D8%B4%D9%86%D8%A7%D8%B3%D9%87-%DB%8C%DA%A9%D8%AA%D8%A7%DB%8C-%D8%AD%D8%A7%D9%81%D8%B8%D9%87-%D9%85%D8%A7%D9%84%DB%8C%D8%A7%D8%AA%DB%8C-%D9%88-%D8%B4%D9%85%D8%A7%D8%B1%D9%87-%D9%85%D9%86%D8%AD%D8%B5%D8%B1%D8%A8%D9%87-%D9%81%D8%B1%D8%AF-%D9%85%D8%A7%D9%84%DB%8C%D8%A7%D8%AA%DB%8C
https://www.intamedia.ir/The-regulation-of-store-terminals/ID/16926/%D8%AF%D8%B3%D8%AA%D9%88%D8%B1%D8%A7%D9%84%D8%B9%D9%85%D9%84-%D8%B5%D8%AF%D9%88%D8%B1-%D8%B5%D9%88%D8%B1%D8%AA%D8%AD%D8%B3%D8%A7%D8%A8-%D8%A7%D9%84%DA%A9%D8%AA%D8%B1%D9%88%D9%86%DB%8C%DA%A9%DB%8C-%D9%81%D8%B1%D9%88%D8%B1%D8%AF%DB%8C%D9%86-%D9%85%D8%A7%D9%87-1402
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InvoiceDto invoice = new InvoiceDto

{

Header = new HeaderDto

{
taxid = taxId,

inno = inno,
indatim = indatim,
inty = 1,

inp 1,

ins 1,
tins = "14003778990",

}s
Body = new List<BodyItemDto>

{

new ()
{
sstid = "2710000138624",
sstt = ")J\_LJ_*M)AJ Olahd dxduw dY g éij",
mu = "164",
am = 2,
fee = 10 000,
prdis = 20 000,
vam = 1 755,
}s
new ()
b
Payments = new List<PaymentItemDto>
{
new ()
14
new ()

Wl y90 Jlu ,f

SendInvoices .. ¢ taxApi oS Lol 1) s ) s taxApi s b o5 e b

LS o Jlyl 5 4 1y el s o 3l e 45 3415
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List<InvoiceDto> invoicelList = new List<InvoiceDto> {invoice};
List<InvoiceResponseModel> responseModels =
taxApi.SendInvoices (invoicelist);

~ gl 4 & cullnvoiceResponseModel ;1 .. Sendlnvoices &b e

el 5 ladls Jols a5 51 sie & Ol 50

InvoiceResponseModel

Olxao o b ol
Ao b n 1y Dl s g0 457 I 5o el Sl 555 ey 4 b gy 0 DD
RPN ST RCIV PRI JUN [ R S ISR TIGINY | 1V] IR poaee] Data
A S (6 i Sl

63l 4 SDK 555 bu g aulis pl s Sl g y3 4 bg o G anlis
Conds il (1, OT 5 0150 Moy 5 3550 A5 Sleoiy o o Uid
2 o5 03latn] Cluos ) 50
Sl |y Slasiygo & o&n 5y, Ly ojlad ol 6,8y o)led
oslaznl Olusd § g0 Cund g (Q\a:.w\ SO 51018 0 5358 o M) g AS s ReferenceNumber
.3 g0
ol 030t b Sluony s UL 0 led TaxId
ILowLevelTaxApi @ yb 3! clwx yg0 J !
slad 5 K50, olle wL ILowLevelTaxApI G b 5l cls s oyl sl
a5 (UI) Cl g5 53 aulis &5 s e r\;4\signatory,encryptor Sleslizal b1y Sluos ) s
4,¢.>,;@¢@\,KJ?Q,MQITaxApi 33 Slles pl ol Jlugl 1y Oluow y soo oo 5 S
1ol o AP L Clusss ) oo Lyl S

ILowLevelTaxApi lowLevelApi = taxApiFactory.CreatelowlLevelApi (signatory);

ITaxPublicApi publicApi = taxApiFactory.CreatePublicApi (signatory);
IEncryptor encryptor = new EncryptorFactory () .Create (publicApi);

string invoicedson = Encoding.UTF8.GetString (
JsonSerializer.SerializeToUtf8Bytes (
invoice, JsonSerializerConfig.JsonSerializerOptions));

i
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string payload = encryptor.Encrypt (signatory.Sign (invoiceJdson)) ;

PacketHeaderDto packetHeaderDto = new PacketHeaderDto
{
RequestTraceId = "RANDOM UID",
FiscalId = "MEMORY ID"
}i
PacketDto packet = new PacketDto
{
Header = packetHeaderDto,
Payload = payload
}i

BatchResponseModel response = lowLevelApi.SendInvoices (new List<PacketDto>

{
packet

1)

55 o e le AXAPIFACIONY L s o8 cul b =law APL 2 oS lowLevel Api

st S5 0T 3l eslizal b o7 o5l oo I TaxPublicApi ¢ taxApiFactory es 5 b 3l jeew
plosil Lo (sl 1y Slaoss s g &Ky Sllas & ol s ! IENCIyptOr 2l IEncryptor
& glas, 4 s cwl InvoiceDto g5 35l el INVOICE 457 1) Cluosi )y oo £ o8 upos b3 o0
ks Sl 0 oy (G0l Ll luoni s g Olas &7 o Sl | payload ... oS 0 JS0N 5
G L 0T e 5 oS o Ll signatory.Sign RS INvoiceJson luwl 8 & 5w
Sl B3 6355 & il PacketDto ¢ b ows =S <, 5., encryptor.Encrypt
5wl s Uid Jls) =S o M5 PacketHeaderDto ¢ ) shie s il o Slasei 50 Ll
ol oy ok Laal Slus y 5o 45 PAYI0AD HUS™ 531, OT 5 (Clussiy goo 0 S 3l abibl> (LSS amlis

V'QAJL;‘ )‘Jé Sl
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Cal 55 Oy s 4 5 GetServerinformation

ITaxPublicApi.GetServerInformation() fgs!,% cgx
JJ‘»U 3)\..\3 6&5)5
25 $5S Ol lyls slong g5l serverTime e

shils S o List<KeyModel> ¢ 5 ;i :publicKeys e

Server
Base64 < p 4 5 0 os50e LIS :KEY © Information =9 &
S autz:dd o Model
RSAL i, :Algorithm o
\ L, ,:Purpose o

23133 5 g oy Lo Sl s Cond g pMazal 6l
S o slot s 4 ezl )
UId s 4 pDazal Y
bl wmﬂ(}&m\ Y
O cal sl Bl ahols b Ve Bl L OT el 5 Slaons ) o Sl LS 2 55 1 465

(sl O o) U8 5 Sl ) 3o Sl ) IS 0 L 4S5 (1) S oslinal 5 uS7 4S5 51 il 5 0

Thread.Sleep (10 000); |
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ITaxApi.InquiryByReferenceld lgs1,3 o9
shyls
L ReferenceNumber ;i . referenceNumbers e
s ohisge ng Sy iz n SN,
315 513 0T 53 Oluoeiy g0 457 Slej o5k @,&:Start o
3,05 51 50T 53 Clus 50 S Slojojb bl €Nd e
<l ,s InquireResultModel S o, 5 sosles o I3l &
S o i ) 5 Gl Cluo ) g0 2 (sl & U e
Sl Slasi s o 5,5 o)l Oles referenceNumber e
Ol y g0 Iyl Sl 55 anlis U o
25 bl glyls Oluss )y s Cuns g StAtUS @
olii i slzel j 38 Oluswi 50 (IN_PROGRESS o
LI NP B S R ST
old 3 5059 st ghyls Jlu )l Clusw 0 (FAILED ©

sl

BE) g;_:ﬁ_g}a b XY Uos 8L g..JL.oJ)}.p SUCCESS (@) List<|nquiry_

TSPy ResultModel>

Jsb o3Il 31 i Ol s i5ls, :TIMEOUT o
AL C adg )8 5y g ediS

L5 3L e 0315 s, o,z NOT_FOUND o
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List<InvoiceResponseModel> responseModels = taxApi.SendInvoices (invoicelist);
Thread.Sleep (10 000);

DateTime startDate = DateTime.Now.AddDays (-1).ToLocalTime () ;
DateTime endDate = DateTime.Now.ToLocalTime () ;

List<string> referenceNumbers = responseModels.Select (
r => r.ReferenceNumber
) .ToList () ;

InquiryByReferenceNumberDto inquiryDto = new InquiryByReferenceNumberDto (
referenceNumbers,
startDate,
endDate) ;

List<InquiryResultModel> inquiryResultModels =
taxApi.InquiryByReferenceld (inquiryDto) ;

il o luo 50 3 2 INVOICEL ST

‘5|ﬂuid,@Sﬂo,myu)w@ag,g,,ﬁ;\i,@g,du,u,ugw,ydj\b
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sdows 436 iz 1 ey b 5 55 sl IN_PROGRESS (oSl 5l oy Claoi o Con
Lo (6355 ST 4) ol oo InquiryByReferenceNumberDto £33 s G e
L3 OLL 5 g8 5 i Ky oled 51 (s Jald o (Sl (6,8 )led plal Ly Olni s g phazal
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Uid gl 4 plssu!
S los ) s slallid ,w6:.“:5ngus@\pw‘ééa,uwu”muﬁmwb
U L e olos ) o izl s 53,8 0 Sl oo 018 5l bl il ol yon 4 Lo
L OLES a3 ldie Sy geo 434S 355 03l Guq@u;gp@%p}gm@‘,s..\;@?@ﬁbomm

List<InvoiceResponseModel> responseModels = taxApi.SendInvoices (invoicelist);
Thread.Sleep (10 _000);

List<string> uidList = responseModels.Select(r => r.Uid) .ToList () ;
InquiryByUidDto inquiryByUidDto = new InquiryByUidDto (uidList, "MEMORY ID",
startDate, endDate);
List<InquiryResultModel> inquiryByUidResultModels =

taxApi.InquiryByUid (inquiryByUidDto) ;

&30 (s g 4 e
ok (Slvamminn Oy g0 431y Glajo3L G 3 3 g go SO lund ) 50 Cand 5 Ol 5 om0 b 0l 3
Lo abows 4 5 o2 5le o INQUIYBYTIMERANGEDIO ¢ 5 51 5 & K o8 oy g s 23 508 Oz

1l 25 Sy 4y e ) IS 6 g s S o eVl OT el TAXAPI s INquUiryByTime

taxApi.inquiryByTime _jlgs18 ogxi
e ol ee slyls
S sesb g b Start e
S seskokl mobend e InquiryDio (5399
25 3lse Jols L wsp 390 Sl s Caasy StAtus e

SUCCESS, IN_PROGRESS, TIMEOUT, FAILED
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DateTime startDate = DateTime.Now.AddDays (-1).ToLocalTime () ;
DateTime endDate = DateTime.Now.ToLocalTime () ;
RequestStatus status = RequestStatus.FAILED;

Pageable pageable = new Pageable ( 1, 20) ;

InquiryByTimeRangeDto inquiryDto = new InquiryByTimeRangeDto (
startDate,
endDate,
pageable,
status) ;

List<InquiryResultModel> inquiryResult =
taxApi.InquiryByTime (inquiryDto) ;

SO90 g AL LN e
GetFiscallnformation , GetTaxpayer Slapl 4 e 55 (gl ITaxApI b !
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TaxpayerModel taxpayer = taxApi.GetTaxpayer ("ECONOMIC CODE");
FiscalFullInformationModel fiscallInformation =
taxApi.GetFiscalInformation ("MEMORY ID");

uﬁ)u L. UW},«O i“-g&as p){ﬁw‘
S LS s . GetlnvoiceStatusinquiry ol 4 e oSS lols ITaXAPE o

S 4 e ol Sl 3 o gms bils K 1) T Cans s RAXTAS)l Slaos ) sm S 0 les o

List<InvoiceStatusInquiryResponseDto> invoiceStatuses =
taxApi.GetInvoiceStatusInquiry (taxIds);
taxApi.GetInvoiceStatusInquiry (&9 § (5999
Uhu\maé')y @'L:S\.a a)Lu:StI’Ing &LM:S taxlds ‘555)5

sl e gl yls
Sl Sl oyles: Taxld e
Cuxsg :INVOICEStatus o

5 polae gy Cluod g
REJECTED (o5 3,)
APPROVED (5.5 1)
SYSTEMIC_APPROVED( et Axb)
IMPOSSIBLE_REACTION( 5l pas
o5s)
AWAITING_REACTION( 515 sl )
NO_NEED_REACTION( )y 4 jl pic)
CANCELED (o1 Jbol)
DELETED (o1 (o)
SYSTEMIC_REJECTED(_jatuus 3))

List<InvoiceStatusInquiryResponseDto>  =>g o
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using TaxCollectData.Library.Abstraction.Clients;
using TaxCollectData.Library.Algorithms;

using TaxCollectData.Library.Dto;

using TaxCollectData.Library.Factories;

using TaxCollectData.Library.Models;

using TaxCollectData.Library.Properties;

using TaxCollectData.Library.Providers;

using static System.Console;

namespace TaxApp;

public static class TaxClient

{

private
private
private
private

const string MemoryId = "Al11216";

const string ApiUrl = "https://tp.tax.gov.ir/requestsmanager";
const string PrivateKeyPath = "C:/privateKey.pem";

const string CertificatePath = "C:/certificate.crt";

public static void Main (string[] args)

{

ITaxApi taxApi = CreateTaxApi();

InvoiceDto validInvoice = CreateValidInvoice () ;
InvoiceDto invalidInvoice = CreatelInvalidInvoice();

List<InvoiceDto> invoicelList = new List<InvoiceDto> ()

{

b

validInvoice,

invalidInvoice

List<InvoiceResponseModel> responseModels =
taxApi.SendInvoices (invoicelList) ;
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Thread.Sleep (10 _000);

InquiryByReferenceNumberDto inquiryDto = new
InquiryByReferenceNumberDto (
responseModels.Select (
r => r.ReferenceNumber
) .ToList ());
List<InquiryResultModel> inquiryResults =
taxApi.InquiryByReferenceld (inquiryDto) ;

PrintInquiryResult (inquiryResults) ;

private static void PrintInquiryResult (
List<InquiryResultModel> inquiryResults)
{
foreach (var result in inquiryResults)

{

WritelLine ("========================================") ;
WriteLine ("Status = " 4+ result.Status);

WritelLine ("ReferenceId = " + result.ReferenceNumber) ;
WriteLine ("Errors:");

var errors = result.Data.Error;

foreach (var error in errors)

{

var code = error.Code;
var message = error.Message;
WriteLine ("Code: " + code + ", Message: " + message);

WriteLine ("Warnings:");
var warnings = result.Data.Warning;
foreach (var warning in warnings)

{

var code = warning.Code;
var message = warning.Message;
WriteLine ("Code: " + code + ", Message: " + message);

private static ITaxApi CreateTaxApi ()
{
Pkcs8SignatoryFactory pkcs8SignatoryFactory =
new Pkcs8SignatoryFactory();
EncryptorFactory encryptorFactory = new EncryptorFactory():;
TaxProperties properties = new TaxProperties (MemoryId) ;

TaxApiFactory taxApiFactory = new TaxApiFactory(
ApiUrl,
properties);

ISignatory signatory = pkcs8SignatoryFactory.Create (
PrivateKeyPath,

14
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CertificatePath) ;

ITaxPublicApi publicApi = taxApiFactory.CreatePublicApi (signatory);
IEncryptor encryptor = encryptorFactory.Create (publicApi);
return taxApiFactory.Createlpi (signatory, encryptor);

}

private static InvoiceDto CreateValidInvoice ()

{

Random random = new Random() ;

long serial = random.NextInt64 (1l 000 _000_000);

DateTime now = DateTime.Now;

string taxId = GenerateTaxId(serial, now);

string inno = serial.ToString("X").PadLeft (10, '0'");

long indatim = new DateTimeOffset (now) .ToUnixTimeMilliseconds () ;

InvoiceDto invoice = new InvoiceDto ()

{

Header = new HeaderDto ()

{
taxid = taxId,

inno = inno,

indatim = indatim,
inty = 1,

inp = 1,

ins = 1,

tins = "14003778990",
tinb = "10100302746",

tprdis = 20 000,
tdis = 500,
tadis = 19 500,
tvam = 1 755,

todam = 0,
tbill = 21 255,
setm = 2

b
Body = new List<BodyItemDto> ()

{

new ()
{
sstid = "2710000138624",
sstt = "HyuUdoww olrld dxdw MY ed sy lw",
mu = "164",
am = 2,

fee = 10 _000,
prdis = 20 000,

dis = 500,
adis = 19 500,
vra = 9,

vam = 1 755,
tsstam = 21255
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return invoice;

}

private static InvoiceDto CreatelnvalidInvoice ()

{

Random random = new Random() ;
long serial = random.NextInt64 (1 000 000 _000);
DateTime now = DateTime.Now;

string taxId = GenerateTaxId(serial, now);
string inno = serial.ToString("X").PadLeft (10, '0'");
long indatim = new DateTimeOffset (now) .ToUnixTimeMilliseconds () ;
InvoiceDto invoice = new InvoiceDto ()
{
Header = new HeaderDto ()

{
taxid = taxId,

inno = inno,

indatim = indatim,
inty = 1,

inp = 7,

ins = 1,

tins = "14003778990",
tinb = "1010030274¢6",

tprdis = 30 000,

tdis = 500,

tadis = 19 500,

tvam = 1 765,

todam = 1 000,

tbill = 21 255,

setm = 3
b
Body = new List<BodyItemDto> ()
{

new ()

{
sstid = "1710000138624",
sstt = "gYLS o Lwml",
mu = "le64",
am = 2,

fee = 10 000,
prdis = 20 000,

dis = 0,
adis = 19 500,
vra = 10,
vam = 0,

tsstam = 20 000

}
bi
return invoice;

}

private static string GenerateTaxId(long serial, DateTime now)

\A
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{
TaxIdProvider taxIdProvider = new TaxIdProvider (new
VerhoeffAlgorithm()) ;
return taxIdProvider.GenerateTaxId (MemoryId, serial, now);

}
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PkcsllSignatoryFactory pkcsllSignatoryFactory = new PkcsllSignatoryFactory();
EncryptorFactory encryptorFactory = new EncryptorFactory();
TaxProperties properties = new TaxProperties ("MEMORY ID");
TaxApiFactory taxApiFactory = new TaxApiFactory ("API URL", properties);
ISignatory signatory = pkcsllSignatoryFactory

.Create ("CERT_ALIAS", "LIBRARY PATH", "PASSWORD");
ITaxPublicApi publicApi = taxApiFactory.CreatePublicApi (signatory);
IEncryptor encryptor = encryptorFactory.Create (publicApi);
ITaxApi = taxApiFactory.CreateApi (signatory, encryptor);
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C:/ShuttleCsp11_3003.dll :4 so; ShuttleCspll_3003 «iulS . 5T :LIBRARY PATH e

1 ges (aalsl 53 iy b)) i3y 1S (Serial NUmber) aulus :cERT SERIAL NUM

C:/ShuttleCsp11 3003.dll
1234 14 g0 .S I Cdnw S 55 35 guy IPASSWORD @
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(S 5 03 ga Jeaia Jl LS i |, €PaSS3003-English-1.0.17.519.eXe i lp 5 1!
S5 Gl 1 aed S 551, 545 3 s 5 03,5 $SUSTLOQIN 4aS's (555 25035 5L LIl
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Welcome to EnterSafe PKI Manager.
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